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Use Case

Third-party misconfigurations  
(or configuration weaknesses) are 
among the numerous kinds of security 
misconfiguration attacks that bad 
actors exploit. In the context of APIs, 
an attack can occur when an API that 
is exposed by a third-party service 
provider is misconfigured, leading to a 
security vulnerability. This vulnerability 
can be exploited by attackers to gain 
unauthorized access to data, steal 
information or disrupt operation. 

For example, an API misconfiguration 
could allow an attacker to retrieve 
sensitive data without adequate 
authentication or authorization  
(i.e. tokenization). 

All misconfigurations present potential vulnerabilities, 
but third-party misconfigurations are especially 
problematic when third parties are trusted because 
of their reputation or when organizations assume all 
is secure and neglect to implement the appropriate 
controls. Third-party misconfiguration attacks also, 
therefore, qualify as supply chain attacks.

As well as exploiting trust, third-party misconfiguration 
attacks commonly take advantage of continual changes 
to APIs which can affect configuration. As APIs evolve, 
new gaps and vulnerabilities of this kind can emerge.

To prevent these types of attacks it is crucial for 
businesses to carefully vet and monitor the security 
of third-party APIs and promptly address any 
misconfigurations or vulnerabilities that are discovered.

What is a third-party 
misconfiguration attack?



Vet third-party services: Carefully assess 
the security and reliability of third-party 
services before integrating their APIs ensuring 
appropriate compensating controls. 

Secure configuration: Ensure that APIs are 
securely configured by setting up adequate 
authentication and authorization mechanisms, 
implementing encryption for sensitive data  
and using secure protocols for communication.

Monitor and test: Regularly monitor and test 
APIs for misconfiguration and promptly address 
any issues that are found.

Contractual obligation: Include security clauses 
in contracts with third-party service providers, 
specifying their obligations for ensuring the 
security of their APIs and for promptly reporting 
any flaws or vulnerabilities.

Incident response plan: Develop and implement 
an incident response plan to quickly and 
effectively respond to security incidents 
involving third-party APIs.

Secure coding practice: Follow secure coding 
practices when integrating third-party APIs into 
your network, including input validation, error 
handling and the right use of encryption.

Case example:
leading medical  
devices company  
This world-leading medical device 
company uses APIs to optimize patient 
treatment, exchanging data between 
various systems in hospital intensive 
care departments and storing it in an 
AWS cloud. 

Objective
Wib’s attack research team were called in to assess  
the security posture of this organization’s API strategy. 
We were provided with the available documentation  
and basic user credentials with which to perform tests.

What we  found 
When writing data to the cloud using the API, AWS 
generates a JSON Web Token (JWT) for authentication. 
The JWT performed as expected and the app server 
validated it properly. On closer inspection we discovered 
some misconfigurations and a lack of management on 
the server. 

The first issue was the server’s willingness to verify any 
of the AWS-produced JWTs. If a single user generated 
multiple JWTs, the server would accept all of them. We 
also discovered there was no rate limit on API requests 
(see screen-shot below). This indicated there could 
be more server management issues, which could be 
exploited in attacks.

This led us to uncover one endpoint that did not properly 
validate user tokens. Standard attempts to use non-valid 
tokens failed, as did sending an authorization header 
with no value. All valid tokens were successfully verified.

However, when we sent an API request without the 
authorization header (see screen-shot below), it was 
accepted as a legitimate request. This represents  
a significant risk – meaning any person anywhere in the 
world could send such a request and receive data. And 
all because of misconfiguration and lack of management 
when using a third party.

How to avoid third-party misconfiguration API attacks
Organizations can avoid third-party misconfiguration API attacks, by implementing these best practices:



The Wib  
holistic approach
Wib advanced API Security Platform  (‘Fusion Platform’) is comprehensive,  
holistic solution for securing APIs across an organization’s entire ecosystem.  
It utilizes a comprehensive, multi-lens approach, powered by Wib’s proprietary  
Fusion Engine – to assess the security posture of APIs, minimize risk, and quickly 
address cybersecurity incidents throughout the entire development process.  
From code to testing and production – further enabling incident response and 
vulnerability management via Wib Fusion Defense. 

The code analysis engine maps all 
endpoints, APIs, patterns, and designs  
in the code by connecting to the API 
repositories and inventories.  
At this point, we can identify the APIs  
we expect to see. The engine will identify 
any endpoints unable to properly validate  
the authentication tokens. 

The traffic inspection engine harnesses 
the code analysis data to verify and 
compare. This avoids false positives  
and can identify where mitigation  
controls may be in place if there is  
no authentication enforcement. It also 
enables other potentially hidden APIs  
to be inspected for similar defects

The attack simulation engine allows us 
to ‘red team’ various attacks against the 
endpoints and APIs. A human dimension  
is critical here as there is no automated  
tool capable of exploiting business logic. 
Some attacks are used to eliminate false 
positive feedback. 

Through this approach, Wib’s Fusion Platform is uniquely 
equipped to optimize defence against API logic attacks 
and effective detection of potential blind spots where 
traditional rule base detection will fail.

It focuses on three engines – code analysis, traffic 
inspection and attack simulation – provide advanced 
perspectives to better gain a holistic view of each 
organization’s unique API gaps and flaws.

API Penetration Testing  
as a Service (PTaaS) 
APIs expose more attack surface than User 
Interfaces, but most penetration testing 
lacks rigorous testing of APIs by experienced 
offensive API attackers.

Our industry-first API penetration testing  
service is a quick and simple way to ensure 
visibility, protection, and compliance by 
providing full pen testing capabilities or 
augmenting your existing pen testing solution 
with our API-specific security expertise. 

What you get:

•   Full risk and vulnerability assessment of  
your critical APIs (can include black, grey,  
or white box testing) 

•   A risk severity score based on NIST cyber  
matrix calculator 

•   Contextual remediation report for all  
identified vulnerabilities

•   Consultancy and remediation roadmap plan  
with Wib’s security team experts

Testing tailored to PCI DSS 4.0, GDPR, CCPA, SOC-2, ISO,  
NIST 800-30, HIPAA, CMA and other regulatory Frameworks 

Secure. Liberate. Innovate.


